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Resources required to execute this test script:

· Test system

· Test data sets

· Plain text viewer (eg. Notepad)

*Where this test script refers to “system process”, the specified action is to be performed using the interface GUI, software and system presented for compliance testing, in exactly the same manner in which a system user would perform the action. 

Mandatory TESTS

Category S1.1 Record Authenticity

In order to perform this test, the vendor will need to supply:

· An operational system in which a record can be registered.

· Statements about the integrity of the information in the system.

	Category S1.1 Record Authenticity

	Test no.
	Test Name / Actions
	Expected outcome/s
	Pass / Fail
	Comments

	T1.1 
	Register a record. Check that the system under test captures:

1.1.1 The identity of the user registering the record (this may be a system identity such as a user name)`

1.1.2 The date/time of the registration
	Metadata captured.
	
	

	T1.2 
	Check that the system does not allow the user to enter the identity of the user registering the record or the date/time of the registration.
	Metadata cannot be entered by the user.
	
	

	T1.3 
	Obtain a statement from the vendor that the identity and the date/time of registration cannot be altered by the user registering the record.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained
	
	

	T1.4 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.5 
	Log into the test system as a user who has all permissions available. Register a record into the system. Inspect all data entry options during the process to ensure that the user does not have the opportunity to alter the date/time the record is being registered. 

· IF THE OPTION TO ALTER THE DATE/TIME REGISTERED IS AVAILABLE TO THE USER, the date/time is to be set to 25 December 2000 during the test and the registered record examined to determine which date/time was actually stored. 

· IF THE OPTION TO ALTER THE DATE/TIME REGISTERED IS PRESENT IN THE SYSTEM, BUT NOT AVAILABLE TO THE USER, the vendor is to be queried on the circumstances under which the option would be available and the response is to be noted in the comments. 

THE SYSTEM WILL FAIL THIS TEST only if the user can actually change the date/time registered. If the option is not available solely due to the configuration, this is not a fail, but the compliance certificate must note that compliance is dependent on configuration.
	Date/time registered is the current date/time.
	
	

	T1.6 
	Obtain a statement from the vendor that the identity and the date/time of registration cannot subsequently be altered by any user without the alteration being logged; the log to include the original information.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained
	
	

	T1.7 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.8 
	Log into the test system as a user who has all permissions available. Attempt to modify the date/time registered of an existing record. Inspect all data entry options available to ensure that the user does not have the opportunity to alter the date/time the record was registered. 

· IF THE OPTION TO ALTER THE DATE/TIME REGISTERED IS AVAILABLE TO THE USER, the date/time is to be set to 25 December 2000 during the test and the registered record examined to determine which date/time was actually stored. 

· IF THE OPTION TO ALTER THE DATE/TIME REGISTERED IS PRESENT IN THE SYSTEM, BUT NOT AVAILABLE TO THE USER, the vendor is to be queried on the circumstances under which the option would be available and the response is to be noted in the comments. 

THE SYSTEM WILL FAIL THIS TEST only if the user can actually change the date/time registered. If the option is not available solely due to the configuration, this is not a fail, but the compliance certificate must note that compliance is dependent on configuration.
	No provision is made for the user to modify the date/time registered.
	
	


Category S1.2 Record Integrity

In order to perform this test, the vendor will need to supply:

· An operational system in which a record can be modified and integrity tested.

· Statements about the integrity of the information in the system.

	Category S1.2 Record Integrity

	Test no.
	Test Name / Actions
	Expected outcome/s
	Pass / Fail
	Comments

	T1.9 
	Obtain a statement from the vendor that the system under test is designed to ensure that all alterations to records (including both content and metadata) are documented.

The documentation to include:

· User making change

· Date/time change occurred

· Details of the change

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained
	
	

	T1.10 
	IF THE PREVIOUS STATEMENT REFERRED TO A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.11 
	If the system under test allows the contents of a record to be modified, conduct the following two tests:

· Open the content of the record, modify the content, and re-save the record

· Delete the content of the record, and attach new content.  

Examine the documentation of the modification to ensure that it fully describes the modifications performed.
	Modifications made to the record are fully documented
	
	

	T1.12 
	If the system under test allows the metadata of a record to be modified, then modify all of the alterable metadata elements of a record. 

Examine the documentation of the modification to ensure that it fully describes the modifications performed.
	The modification made to the record is fully documented
	
	

	T1.13 
	As a system administrator, database administrator, or owner of the system, attempt to modify the records directly from the location where they are stored (i.e. bypassing the system). 

IF THE RECORDS CAN BE MODIFIED IN THIS WAY check to see if the system will automatically detect the alteration. NOTE: The system will only fail if it cannot immediately detect and report the modification. 

The owner is defined as the account that ‘owns’ the files that make up the system and its data.
	Either 

· the attempt to modify records was denied 

OR 

· the attempt to modify records was successful, but system detected and reported modification.
	
	

	T1.14 
	Obtain a statement from the vendor that users with greater than normal privileges (e.g. system administrators, database administrators, records managers) cannot prevent or avoid the documentation of an alteration, or delete the documentation after it was recorded.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained
	
	

	T1.15 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.16 
	In each of three roles, attempt to modify or delete the log files/tables that hold the documentation of an alteration

· system administrator

· database administrator

· records manager with all permissions
	It is not possible to alter the documentation without detection.
	
	

	T1.17 
	Obtain a statement from the vendor that the system under test does not allow records (including metadata) to be destroyed or deleted except by authorised users.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor

Configuration annex (if required) obtained
	
	

	T1.18 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.19 
	As a user not authorised to delete records, attempt to delete a record from the system
	Attempt to delete records denied.
	
	

	T1.20 
	As a system administrator, database administrator, or owner of the system, attempt to delete the records from the location where they are stored. 

NOTE: The owner is defined as the account that ‘owns’ the files that make up the system and its data.
	Attempt to delete records denied.
	
	

	T1.21 
	Obtain a statement from the vendor that the system under test will document every deletion or destruction of records.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor

Configuration annex (if required) obtained
	
	

	T1.22 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.23 
	Delete a record. 

Examine the documentation of the modification to ensure that it fully describes the modifications performed.
	The deletion of a record is fully documented.
	
	

	T1.24 
	Choose a record in the system and have the vendor verify its integrity. That is, show that the record has not been modified without authorisation.  

Note that this may simply be a report from the audit log; this is acceptable provided the report contains details ONLY about the record being inspected.
	Integrity of record can be confirmed.
	
	

	T1.25 
	IF THE INTEGRITY OF A RECORD CAN BE DETERMINED BY THE SYSTEM ITSELF, the system under test must select a random set of records and verify their integrity. That is, show that records have not been modified without authorisation.  
	A random sample of records can be selected and the integrity can be confirmed.
	
	

	T1.26 
	IF THE INTEGRITY OF A RECORD CAN BE DETERMINED BY THE SYSTEM ITSELF, obtain a statement from the vendor that the system under test will notify an administrator upon any failure to verify a record
	Statement obtained from the vendor.
	
	

	T1.27 
	IF THE INTEGRITY OF A RECORD CAN BE DETERMINED BY THE SYSTEM ITSELF AND IT IS POSSIBLE TO DIRECTLY CHANGE THE CONTENTS OF A RECORD (e.g. by directly accessing the file system), modify a record and observe the notification that the record has been changed. Check notification to ensure that modified record can be identified.
	Administrator notified.
	
	


Category S1.3 Documenting the history of the records and folders

In order to perform this test, the vendor will need to supply:

· An operational system in which a record can be registered and subsequently be managed.

· Statements about the documentation of events in the system.

	Category S1.3 Documenting the history of the Record

	Test no.
	Test Name / Actions
	Expected outcome/s
	Pass / Fail
	Comments

	T1.28 
	Obtain a statement from the vendor that the system under test is designed to document all management events that affect records. Typical events include reclassification, appraisal, and refiling.

The documentation to include:

· Description of event

· Date/time of event

· Records affected by event

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained
	
	

	T1.29 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.30 
	Test the documentation of the management of a record:

1.30.1 Register a record into the system. Confirm that this event is fully documented.

1.30.2 Import a record into the system. Confirm that this event is fully documented. THIS TEST CAN ONLY BE PERFORMED IF THE SYSTEM IS CAPABLE OF IMPORTING RECORDS

1.30.3 Modify the metadata of a record. Confirm that this event is fully documented.

1.30.4 Reclassify a folder. Confirm that this event is fully documented.

1.30.5 Refile a record. Confirm that this event is fully documented.

1.30.6 Sentence a folder. Confirm that this event is fully documented.

1.30.7 Destroy a folder. Confirm that this event is fully documented.

1.30.8 Export a folder. Confirm that this event is fully documented.
	The modifications made to a record are fully documented
	
	

	T1.31 
	Obtain a statement from the vendor that the system under test is designed to document all accesses to records.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained
	
	

	T1.32 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.33 
	Check the documentation of accesses:

1.33.1 Access the metadata associated with a record. Confirm that the access has been documented

1.33.2 Access the content of the record. Confirm that the access has been documented
	The access to a record are fully documented
	
	

	T1.34 
	Obtain a statement from the vendor that users with greater than normal privileges (e.g. system administrators, database administrators, records managers) cannot subvert the normal documentation of accesses to records.

If the system needs to be configured in a particular fashion to achieve this, the configuration to be documented in an annex to the statement.
	Statement obtained from the vendor.

Configuration annex (if required) obtained.
	
	

	T1.35 
	IF THE PREVIOUS TEST REQUIRED A SPECIFIC CONFIGURATION, the configuration of the system under test must be checked against this configuration documented in the previous test.
	Configuration of system confirmed.
	
	

	T1.36 
	In each of three roles, attempt to modify or delete the log files/tables that hold the documentation of the accesses to a record.

· system administrator

· database administrator

· records manager with all permissions
	It is not possible to alter the documentation without detection.
	
	


Category S1.4 Reliability

In order to perform this test, the vendor will need to supply:

· Statements about the handling of records within the system.

· Design of a disaster recovery regime for the system.

· An operational system to test the disaster recovery regime.

	Category S1.4 Reliability

	Test no.
	Test Name / Actions
	Expected outcome/s
	Pass / Fail
	Comments

	T1.37 
	Obtain a statement from the vendor identifying the points at which records could be lost and the methods used to ensure that the records will not be lost at these points.

The analysis is to include (but not be limited to):

· Points where the record or folder is copied and the original destroyed or replaced by the copy

· Points where the record is held only in volatile storage where it would be lost if the program or system crashed.

· Points where critical knowledge about the record is held only in volatile storage where it would be lost if the program or system crashed.

· Media failure

The analysis need only cover those portions of the system that the vendor is responsible for.
	Analysis obtained from the vendor.
	
	

	T1.38 
	Obtain a statement from the vendor identifying the data and components that must be protected by a disaster recovery regime. The statement is to detail a disaster recovery regime that can be used to protect this data and components.

Note 1: the scope of this disaster recovery regime need only cover protection against loss of information. It is not required to cover continued operation of the system from another site.

Note 2: When testing a generic application (i.e. not installed at a specific agency) it is not necessary to obtain a full disaster recovery regime (e.g. specific details about when and where backups are moved off-site)).
	Analysis and statement obtained from vendor
	
	

	T1.39 
	Obtain a statement from the vendor that whenever a record or folder is copied during this disaster recovery process, the copy is verified against the original.
	Statement obtained from vendor
	
	



